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UNCLASSIFIED

\/ Air Force Information
i Dominance Flight Plan

INFORMATION DOMINANCE VISION
The Air Force fully exploits the manmade domain of cyberspace to
execute, enhance and support Air Force core missions
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PRIORITIZED

TENETS (ALWAYS TRUE) |

l. Increase Il. Increase lll. Realize
Effectiveness of Cybersecurity of Efficiencies
Air Force Core Air Force Systems through Innovative

Missions and Information IT Solutions

can be most effective
2. Transform IT/Cyberspace

career force development 2. Organize, train a_nd educ_ate Cyber-Alrm_en 'to becomg experts in
cyberspace and in the Air Force core missions to which they
3. Lead Air Force Task Force to contribute
strengthen protection of core | 3 peliver freedom of action in cyberspace to advance Air Force
missions from Cyber threats core missions

4. Operationalize the authorities/ | 4 Optimize the planning, programming, budgeting and execution
responsibilities of the CIO of cyberspace investments
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U.S. AIR FORCE

SAF/CIO A6 Organization

X a ' Lieutenant General William Bender
L iy Chief, Information Dominance
8 Chief Information Officer

Col Stephen Day

Deputy Chief, Information Dominance MobilizationAssistant

Deputy Chief Information Officer Vacant

Mr. Frank Konieczny
Chief echnology Officer

Senior |A Official

Support Staff

rig Gen Patrick Higby ' Mr Michael Sorrento Brig Gen Kevin Kennedy >
Cyberspace Strategy and l_ Cyberspace Capabilities and Cyberspace Ops and Warfighting
Policy (A6S) >t | | Compliance (A6X) Integration (A3C/A6C)
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o SAF/CIO A6 Directorates

U.S. AIR FORCE

Cyberspace Strategy and Cyberspace Ops & Warfighting Cyberspace Capabilities &
Policy (A6S) Integration (A3C/A6C) Compliance (A6X)
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. Force Development = | - Cyberspace Operations . IT Compliance
Capabilities

S R Vel Rt - . Info Programs Oversight
Guidance & Oversight - Warfighting Integration J 9

Gl s . SAF/CIO A6
- Cyberspace Strategy . Capability Integration Programming Budgeting
_ _ Roadmaps and Execution
- Information Enterprise

Mission Area (IEMA) -+ SME support for PfM/ . AF IT/Cyberspace Portfolio

Strategy Development Management (PfM)
- Enterprise Architecture

. Cybersecurity & - AF Requirements Coord

Security Information
Assurance Official - IT Governance
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_w Cyberspace Strategy and Policy

Provides cyberspace policy guidance, & Develops AF Cyberspace Domain and IT
oversight Strategies I1SO the AF strategic planning

e Develops, plans, & implements policy to process
support training and testing activities » Leads the creation of the AF Enterprise

« Assists in and provides operational Architecture and develops EA policy
requirements that guide development and guidance, prioritization, and target
management of Air Force cyberspace forces architectures and capabilities to integrate IT

« Assists CSAF in providing & allocating across air, space, and cyberspace
operationally ready cyberspace forces and * Assesses technology and industry trends to
capabilities in response to the needs of the shape development of strategies, policies
CCDRs and procedures, standards and architectures

to guide AF IM/IT investments
* Identifies gaps & disconnects for IEMA
while conducting warfighting integration

* Addresses Joint & intra-Service integration
shortfalls (IEMA)

» Serves as Cyberspace & C&l Functional Mgr

e Sets strategic direction for mission and
enterprise systems’integration into the AF-
provisioned cyber domain

* Leads development & delivery of forces ICW

A3, A5/8, & A2 to meet Service/CCDR rqmts Represents AF in JIE Governance bodies

(A6) HAF Mission Directive 1-26
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Cyberspace Operations and

5. A FORGE Warfighting Integration

A3C

AG6C

* Provides cyberspace operations policy
guidance, & oversight

» Assists in and provides operational
requirements that guide development and
management of Air Force cyberspace forces

» Develops, plans, & implements policy to
support training and testing activities

» Assists CSAF in providing & allocating
operationally ready cyberspace forces and
capabilities in response to the needs of the
CCDRs

» Develops, validates, approves, and prioritizes
operational capability requirements

* Prepares operational concepts for employing
cyberspace power

Identifies gaps & disconnects while conducting
warfighting integration (WMA, DIMA)

Addresses Jt & intra-Svc integration shortfalls

Synchronizes PEO & MAJCOM/CFL mission
Develop Capability Integration Roadmaps

Provides SMEs to evaluate/advise/support
policy/strategy Portfolio Management and

cyber security solutions

Focal point for Senior Leader C3 Systems
Lead for Spectrum and SATCOM actions
Supports Aerial Layer Network, development
of the Joint Aerial Layer Network

Provides C2 & ISR support to relevant
programs

Establish & enforce Cybersecurity program

Represents CIO as the AF Senior
Information Security Official

(A3) HAF Mission Directive 1-54 HAF Mission Directive 1-26
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\"/ Cyberspace Capabilities and
- Compliance

A6X

* Reviews, confirms & reports IT investment
compliance with law, directives & guidance:
Strategy alignment, Architecture assertion,
Clinger Cohen Act & NDAA, Interoperability &
info support and Mission value & business
case

» Defines policy & guides Air Force Info
programs: Freedom of Information Act,
Privacy Records Management, Section 508 &
Civil Liberties, Federal Register & Info
Collections and Enterprise Info services

* With mission partners, oversees IT budget to
ensure effective & efficient use of resources
and minimization of duplication

» Performs Secretariat/Support for key IT
governance orgs (ITGEG, ITGEB, WFI-GOSG)

» Serves as the Cyber Issue team lead within
the AF Corporate structure to reinforce &
advocate for Air Force-wide Cyber/CIO
priorities

Serves as key SAF/CIO A6 interface to
promote and ensure all equities are endorsed
at AF, Joint, and Departmental Governance
bodies (DoD CIO Executive, Federal CIO,
AFROC, JROC, ESWG, C2 GOSG, etc.)

Advocates for IT requirements in AF
programs to ensure seamless, robust
interoperability/ data sharing across all
mission areas

Provides investment oversight across
mission areas to ensure systems with major
IT components are developed and resourced
to maximize C2 integration, cyber-security,
mission assurance, and cost effectiveness

Develops & executes USAF IT/Cyberspace
portfolio management (PfM)/Capital Planning
and Investment Control (CPIC) process, to be
approved by DoD, that ensures Budget,
Requirements, and Acquisition are aligned
with strategic objectives

(A6) HAF Mission Directive 1-26 8
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