
7 WAYS  
to be  

CYBER 
SECURE 

Bluetooth: a wireless technology that 
allows your digital devices to “talk” to 
each other over short distances 
 

Cyber criminal: someone who uses the 
computer to commit illegal activities like 
stealing money and/or information  
 

Cybersecurity: the ability to protect or 
defend the use of cyberspace from cyber 
attacks 
 

Personal data: information about yourself 
that makes you unique (like your name, 
address, birthday, school name, etc.) 
 

Phishing: a phishing attack happens when 
someone tries to trick you into sharing 
personal information online. Phishing is 
usually done through email, ads, or sites 
that look similar to sites you already use 
 

Troll: a person who spreads negativity 
online; a cyberbully  
 

Virtual Private Network (VPN): a 
technology that creates a safe and 
encrypted connection over a less secure 
network, such as the internet 

It can be easy to over-share, embarrass 
yourself, mess up your computer, and 
possibly get stalked by creepy people.   
 
See ways to be cyber secure inside! 

MORE ON CYBERSECURITY 

Is your password “password123”?  A 
computer can crack it within 24 hours. 
Can you choose a better password 
that meets the criteria below? 
 

 8 characters 
 At least one capital letter 
 At least one number 
 At least one symbol 

 
a. Baseball 

b. B4s3ba11 

c. B@$3b@11 

PASSWORD PLEASE! 

Answer: c. This combination will take up 
to 15 years to crack. 

 
Games for kids 

Google’s Interland  
g.co/interland 

 
Beat The Thief  

https://identity.utexas.edu/beat-the-
thief-game 

 
Info for parents 
Google Family Link  

https://families.google.com/familylink/  
 

Stop Think Connect  
https://www.stopthinkconnect.org/ 

VOCABULARY 

http://www.safcioa6.af.mil/ciso/  



1. Internet Manners  

 Be respectful towards other people 
and their privacy 

 Delete, block and report Internet 
trolls or inappropriate comments 
and behaviors 

 

2. Social Media and Chat  

 Be mindful about what you share 
and with whom. Avoid sharing 
personal data 

 Only talk to people you or your 
family know and trust 

 

3. Scams and Phishing  

 Check all links and e-mail sender 
before accessing a site; think 
before opening attachments 

 Mark suspicious e-mail as SPAM 

 

4. Smart Protection  

 Always passcode protect phones, 
tablets and computers 

 Keep your portable device on 
you to avoid device or 
information theft 

 Be cautious when using free, 
public Wi-Fi; use a VPN, if 
possible 

 

5. Passwords 

 Make passwords strong and 
unique 

 Only share passwords with your 
parents 

 Vary passwords for separate 
profiles or else it’s a “one-stop 
shop” for cyber 
thieves! 

6. Apps, Software and Media  

 Ask a trustworthy adult first before 
downloading apps, music, photos, 
and/or software 

 Your friends may suggest that you 
download apps. It could have 
malware and, if opened, could infect 
your device 

 

7. Ask for Help 

 Ask a trustworthy adult for help if 
you are unsure about your online 
actions 

 Victim of a cyber-attack? File a report 
with local police or, depending on the 
severity, with the FBI via 
www.ic3.gov 

Check Privacy Settings  

App privacy settings are 
defaulted to shared 
information. Privacy setting can 
reset to default when updates 
are pushed through. 

  

Check privacy settings 
to ensure you aren’t 
unintentionally 
sharing information.  

Do You Use Bluetooth?? 

If you’re not using 
Bluetooth, make sure it’s 
turned off. Change the 
setting to disable auto-
pairing, and always change 
the default passcode.  

7 WAYS TO BE CYBER SECURE 

Secure Internet Browsing  

The “s” in “https” marks the website 

secure. This means that the data sent 

between your device and the website 

is encrypted. Use secure websites 

when online shopping or banking. 
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