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Protecting the Deceased from ID Theft

 Notify the Social Security Administration

 Notify each credit reporting bureau 
separately

 Freeze credit with each bureau, placing a 
monitor / alert on credit for at least 1 
year

 Notify the banking and financial 
institutions with open accounts

 Disable all associated credit cards 

 Notify the Dept. of Motor Vehicles to cancel 
ID card / Driver’s License

If applicable, also consider notifying:

 Insurance companies

 Veteran’s Affairs

 Immigration Services

 Social media companies to close or 
memorialize accounts

 Professional Licensing Agencies

 Paid Membership Programs

INITIAL CHECKLIST 

How to prevent common cybersecurity risks against your loved one’s identity, postmortem:

1. Data mining via Personally Identifiable Information (PII)
People with malicious intent skim the internet in hopes that you, at the height of your emotions,
will share descriptors and anecdotes that can be used against you. PII can be used to assume
someone’s identity, unlock password-protected accounts, and more. To reduce the possibility of
your loved one or family falling victim to postmortem identity theft, limit what is publicly shared
about the deceased in obituaries and on social media. This includes:

1. Middle name
2. Home address
3. Birth date
4. Family member names (maiden names, family middle names, etc.)

2. Lag time of sharing information
Though the Social Security Administration (SSA), financial institutions, and credit-reporting bureaus
share information about the deceased, sometimes the systems used to manage their files do not
update immediately. At times, the wait can be up to 6 months before notice from one to another,
which is ample time for your loved one’s identity to be stolen! To combat this, be sure to inform
ALL government entities individually, along with credit bureaus and banks.

REMEMBER
Living family members will become a target for ID theft and cyber scams. If ID theft is suspected, notify your 
local police and file a complaint: www.identitytheft.gov. For alerts and tips from the Federal Trade 
Commission (FTC), visit www.consumer.ftc.gov/scam-alerts. 
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